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The Cloud

Hybrid Clouds
Deployment

Service Software as a Platform as a Infrastructure as a
Models Service (SaaS) Service (PaaS) Service (laaS)

Source: NIST - National Institute of Standards and Technology (USA)
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Essential
Characteristics

Common
Characteristics
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Security in the Cloud is a Major Issue

Q: Rate the challenges/issues ascribed to the ‘cloud’/on-demand model
(1=not significant, 5=very significant)

Security 74.6%

Performance 63.1%
Availability 63.1%
Hard to integrate with in-house IT 61.1%

Not enough ability to customize | 55.8%
Worried on-demand will cost more _ 50.4%

Bringing back in-house may be difficult [N 50.0%

Regulatory requirements prohibit cloud [N 0.2%

Not enough major suppliers yet H 44.3%

T T T T T

0% 10% 20% 30% 40% 50% 60% 70% 80%
% responding 4 or 5

Source: IDC Enterprise Panel, August 2008 n=244
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Improving Security, Privacy, Trust

 Adding new components, rules and
mechanisms into the Internet

— Does global behaviour actually “improve” security
etc.?

— Can we use self-* or specifically self-organization
to solve some of the issues



ldentities and Virtual Identities
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Virtual Identity for Privacy

e Virtual Identities supports privacy of the user

/ % Internet Access %%%
- % ~» and Electronic
\% Communication %%%

* Many “faces” for transactions to separate roles or for
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 These “personalities” or “avatars” or Virtual Identities
(VIDs) must be unlinkable despite shared attributes

 The user must control the policies on data (revealing)



Virtual Terminals in Heterogeneous Networks
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Virtual Terminal

* Create time limited ID links user — device
» Local knowledge for self-organising e.g. while moving sessions
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Supporting needs of stakeholders
4 User )

e more control over privacy
* privacy reflecting daily life
e multiple (incl. shared) devices

K

Society 4 Business )

e accountability and controlled * leverage European advantages
linkability & identity disclosure <:> e payment and customer binding
e minor protection and rights K. avoid knowledge - liability y
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« How do we solve possibly conflicting requirements “on the fly"?
» Automatic distributed rule / policy combination
» Ensuring that such combination techniques learn and become better




Distributed Policies for Access Control

Users and other stakeholders define policies on how
their data can be accessed

At system level, these are defined in languages e.g.
XACML

Problem of locally combining policies from various
sources

The resulting global behaviour is not always
predictable
— Can we develop methods for this?

— How relaible are they?

How do we include principles of rewarding right
behaviour and punishing the wrong ones?



State-of-the-art and Gaps
e Alot of things self-* already

— But rules are historical and ad-hoc, not designed

 The outcome is not always what is desired
— Privacy and security problems
— Usability is problem = Intransparent to user

 Gaps and bridging them

— Adapt rules or add new ones to SO system

 |s there any way to predict even with uncertainity what
the new steady state will be?

— Change the rules without disrupting services

e Any scope for prediction based knowing the changes?



Long-term Goal

|dentity Plane: App App App EX|St|r_‘g &
eResolution NEW Appl'CaUOnS
«attributes - - —@ —————— @ ————— —(} ————————————————————————
SRR Self- Evolving
organisation? Session Control
Policy Control | =~ = ~ ‘(} """"" @ """""""""""""
Plane = -
Transport Transport SN s Evolving
@ organisation Transport
Connectivity Connectivity

e |dentity, policy and transport aware session control
e Session, identity and policy aware transport

e |dentity and policy can be locally mapped and policies applied
to provide the conditions = dynamic, local information based
self-organization



